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Cyber Security and Resilience of Power Grids

● Energy transition: decarbonisation, decentralisation and digitalisation

● Digitalisation introduces new cyber security threats in smart grids

[Stefanov et al. Probabilistic Reliability Analysis of 

Power Systems, Springer, 2020]
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Brand New Research Programme at TU Delft
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Control Room of the Future (CRoF) Technology Centre at TU Delft
Director: Dr Alex Stefanov, e-mail: A.I.Stefanov@tudelft.nl

● Vision

➢ Future power grid is intelligent (AI), resilient and cyber secure

● Facility for Research, Development & Demonstration

➢ CRoF is unique, future-ready and multi-domain experimental setup

✓ Neutral ground for TSOs, DSOs & vendors

✓ Hub for future power grid technologies

● Research

➢ Intelligent power system operations

✓ Future control of power systems

✓ Cyber security

✓ Digital twins

✓ Artificially intelligent assistants

➢ Reliability and operational resilience
Source: alliander.com
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Control Room of the Future (CRoF): AI for Cyber Resilience of Power Grids
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Control Room of the Future (CRoF) Technology Centre at TU Delft
Director: Dr Alex Stefanov, e-mail: A.I.Stefanov@tudelft.nl
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Control Room of the Future (CRoF) Technology Centre at TU Delft
Director: Dr Alex Stefanov, e-mail: A.I.Stefanov@tudelft.nl
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Control Room of the Future (CRoF) Technology Centre at TU Delft
Director: Dr Alex Stefanov, e-mail: A.I.Stefanov@tudelft.nl
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Control Room of the Future (CRoF) Technology Centre at TU Delft
Director: Dr Alex Stefanov, e-mail: A.I.Stefanov@tudelft.nl
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Cyber Resilient Power Grids (CRPG) Team

Projects

➢ NWO RESCUE (PI): Resilience and cyber security of integrated cyber-physical energy systems

➢ Stedin BRILLIANT (PI): Cyber resilient electric vehicle charging in smart grids

➢ EU Horizon eFORT (Demo Leader): Establishment of a framework for transforming current power systems into a more 

resilient, reliable and secure system all over its value chain

➢ EU H2020-MSCA-ITN InnoCyPES: Innovative tools for cyber-physical energy systems

➢ EU Horizon HVDC-WISE: HVDC-based grid architectures for reliable and resilient widespread hybrid AC/DC 

transmission systems

➢ EU H2020 ERIGrid2.0: European research infrastructure supporting smart grid and smart energy systems research, 

technology development, validation and roll out – 2nd edition

● Total research funding of 3.5 M€ 
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Cyber Resilient Power Grids (CRPG) Team

Name: Dr. Raifa Akkaoui (Postdoc)

Research Topic: 

Blockchain for a cyber-secure and 

resilient control of DERs at grid edge

Name: Vetrivel Subramaniam Rajkumar 

(PhD)

Research Topic: 

Cyber security of power grids: cascading 

failure analysis and mitigation

Name: Yigu Liu (PhD)

Research Topic: 

Synthetic cyber-physical systems and 

vulnerability assessment

Name: Ioannis Semertzis (PhD)

Research Topic: 

Intrusion detection of cyber attacks on 

cyber-physical energy systems

Name: Ali Abedi (PhD)

Research Topic: 

Cyber-physical smart grid intrusion 

detection

Name: Alfan Presekal (PhD)

Research Topic: 

Cyber resiliency of power grid operational 

technologies
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Cyber Resilient Power Grids (CRPG) Team

Name: Sjors Hijgenaar (PhD)

Research Topic: 

Resilience of power systems against cyber 

attacks on EV charging infrastructure

Name: Mehran Hashemian Ataabadi (PhD)

Research Topic: 

Decision support for operational technology and 

power system restoration

Name: Dr. Mohsen Jorjani Damghani 

(Postdoc)

Research Topic: 

Cyber security of high-voltage AC/DC 

power grid architectures

Name: Sho Cremers (PhD CWI-TUD)

Research Topic: 

Incident response using security games

Name: Ali Mollaiee (PhD)

Research Topic: 

Self-healing power grid capabilities to 

defend against cascading effects 

Name: To be recruited (Postdoc)

Research Topic: 

Power system self-healing and defence against 

cyber attacks
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Generating Large-Scale Synthetic Communication Topologies for Cyber-Physical Power Systems

Logical Control Network

Physical Communication Network

Substation nodes (Physical)communication hub

control center Substation nodes (Cyber)

PC-PP interdependency: “partially one-to-one”

LC-PC interdependency: “one-to-one”
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Modelling Cyber-Physical Systems for Smart Grid Intrusion Detection

Research Goal

● Develop Intrusion Detection System (IDS) for Cyber Physical 

power Systems (CPS)

Plant 
i

I
E
D
2

Ro
ut
er 
1

Contr
oller

Ro
ut
er 
2

A
D
C

Actu
ator

D
A
C

I
E
D
1

S
e
n
s
o
r

Noise

Set point

Problem

● ICT and physical power grid are entangled in CPS

● Most works ignore or simplify one of 3 layers in CPS

Approach

● Mathematically model CPPG

➢ Use Hybrid Dynamical Systems theory

output

Internal states

Model of each cyber or 

physical component:

State variable
External inputs
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Cyber Attacks on Power Systems: Analysis of Cascading Failures

Proposed Method

● Instantaneous damping 𝛼 𝑡 = −
ሶ2𝐴 𝑡

𝐴 𝑡

● Form covariance matrix R of 𝛼 𝑡 and analyse decomposition

Scientific Contributions 

● Compute Point of No Return (PNR) for cyber 

induced cascading failures

● Time-frequency analysis of system response

Results 

Conclusions 

● Cyber attacks can cause and accelerate cascading failures
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Intrusion Detection System for Control Room of the Future

Scientific Contributions 

● Spatial-temporal correlation and anomaly detection 

of cyber-physical power system

Proposed Methods

● Deep learning model based on GNN, CNN and 

LSTM

𝐴𝑐+𝑝 [𝐴𝑐 ∪ 𝐴𝑝 ]

𝒢𝑐 ={ 𝒱𝑐 , ℰ𝑐 }

𝒢𝑝 ={ 𝒱𝑝 , ℰ𝑝 }

Γ: 𝒱𝑐 ⟷ 𝒱𝑝

Γ = { 𝒱𝑐
1,1 ⟷ 𝒱𝑝

1,1 | … |𝒱𝑐
𝑖,𝑗

⟷ 𝒱𝑝
𝑢,𝑣 }

Results

Attack graph, 𝛬 = ai, ā𝑖 , ∈ 𝑉 , 𝑢𝑖 ∉ 𝑉

Normal node Anomalous node

Correlation matrix transition 

during cyber attack in IEEE 39 Bus

Conclusions 

● Cyber and physical anomalies are critical to detect a cyber 

attack on power grids
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Detection of Cyber Attacks in Cyber-Physical Energy Systems

Proposed Method

● Quantify features needed for a sufficient digital twin model

● Unsupervised learning to detect cyber attacks on power systems

Scientific Contributions 

● Develop digital twin of CPS 

● Intrusion detection method based on artificial 

intelligence

Results 

Prediction of power system behaviour Performance comparison of classifiers

Digital twin features

Intrusion detection on Control Room of the Future
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Blockchain-based Infrastructure for DERs Security Control and Monitoring
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Thank You

Alex Stefanov

Assistant Professor, Chartered Engineer (CEng MIEI)

Email: A.I.Stefanov@tudelft.nl

Cyber Resilient Power Grids (LinkedIn)

Control Room of the Future (LinkedIn)

Intelligent Electrical Power Grids, EEMCS, TU Delft

Mekelweg 4, 2628 CD Delft, The Netherlands

mailto:A.I.Stefanov@tudelft.nl
https://www.linkedin.com/company/cyber-resilient-power-grids
https://www.linkedin.com/company/control-room-of-the-future

